


- CLAIMS - 

A dalta recording/reproducing method wherein 
encrypted digital data obtained by subjecting digital data 
to first encrypting by using a contents key and encrypted 
contents key lobtained by subjecting said contents key to 
second encrypting are recorded on a recording medium^ said 
encrypted digital data and said encrypted contents key, 
having been recorded, are reproduced, and said encrypted 
digital data isldecrypted by using said contents key obtained 
by decrypting skid encrypted contents key, thereby to obtain 
said digital data. 

2. A data iiecording/reproducing method in accordance 
with claim 1, whevrein said encrypted contents key is recorded 
in a data area on said recording medium, from which data 
is output outside. 

3. A data recording/reproducing method in accordance 
with claim 1 or 2, wherein said contents key is switched 
at regular or irregular intervals . 

4. A data recording/reproducing system comprising a 
contents encrypting means for receiving digital data and 
a contents key for \encrypting said digital data and for 
subjecting said dig3\tal data to first encrypting by using 
said contents key to generate encrypted digital data, a key" 
encrypting means for subjecting said contents key to second 
encrypting to generate a\encrypted contents key, a recording 
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means for repro 
encrypted conte; 



means for recording said encrypted digital data and said 
encrypted contents key on a recording medium, a reproducing 

ducing said encrypted digital data and said 
nts key from said recording medium, a key 
decrypting meanb for decrypting said encrypted contents key 
to restore said cpontents key, and a contents decrypting means 

said encrypted digital data by using said 
obtain said digital data. 



for decrypting 
contents key to 



with claim 4, w 



5- A data qecording/reproducing system in accordance 



lerein all of said means are provided for 



an integrated apparatus 



6. A data r 



ecording/reproducing system in accordance 
with claim 4, wherein said receiving means, said contents 
encrypting means and said contents decrypting means are 
provided for a tuner apparatus, and said recording means 
and said reproduc:ing means are provided for a VTR apparatus. 
7. A data recording/reproducing system in accordance 



with claim 6, whe 
by using a publi 



^rein said second encrypting is carried out 
.c key, and said encrypted contents key is 
decrypted by using a secret key corresponding to said public 
key. 

8. A data recording/reproducing system in accordance 
with claim 7, wheijein said key decrypting means is provided' 
for said tuner apparatus. 

9. A data recording/reproducing system in accordance 

\ 



- 91 - 



with claim 8, wh 
are keys inherer 



10 . A data 



with claim 8, wt 
are keys inhere 



Brein said public key and said secret key 
t in said tuner apparatus. 

ecording/reproducing system in accordance 



erein said public key and said secret key 
Qt in the device model of said tuner 



apparatus . 

11. A data tecording/reproducing system in accordance 
with claim 8, wherein said tuner apparatus has a card reading 
means capable of reading information recorded on an IC card. 

12. A data ]:ecording/reproducing system in accordance 
with claim 11, v\jherein said public key and said secret key 
are keys inherer. t in the user ID recorded on said IC card. 

13. A data i^ecording/reproducing system in accordance 
with claim 11, wnerein said public key and said secret key 
are keys inherent in the service recorded on said IC card. 

14. A data rjecording/reproducing system in accordance 
with claim 12, wlierein in addition to said key inherent in 
said user ID, a pi^iblic key inherent in at least another user 
ID is recorded on said IC card, said key encrypting means 
encrypts said con^^ents key by using said public key inherent 
in said other user vTD, in addition to said second encrypting, 
thereby to generate another encrypted contents key for each 
public key inherentVin said other user ID, and said recording 
means records said o-bher encrypted contents key, in addition 
to said encrypted contents key. 
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^^^fJ^^^^ ' ^ data necording/r^roducing system in accordance 

with one of claims 8 to 14, whe^^in said key encrypting means 
is provided for skid tuner appar&tus or said VTR apparatus . 
16. A data relcording/reproducing system in accordance 



with claim 15, whe 
means is provided 
apparatus has a se 
said contents key 



said contents key 
17 . A data re 
with claim 7, whe 
are keys inherent 



rein, in the case when said key encrypting 

for said VTR apparatus, said tuner 
cond key encrypting means for encrypting 
by using a common key, and said VTR 



apparatus has a second key decrypting means for decrypting 



encrypted by using said common key. 
dording/reproducing system in accordance 
rein said public key and said secret key 
in said VTR apparatus, and said key 



encrypting means and said key decrypting means are provided 
for said VTR appax atus • 

18. A data recording/reproducing system in accordance 
with claim 17, wherein said tuner apparatus has a second 
key encrypting means for encrypting said contents key by 
using a common key and a second key decrypting means for 
decrypting said contents key encrypted by using said common 
key, said VTR apparatus has a third key encrypting means 

i 

for encrypting said contents key by using said common key 
and a third key decrypting means for decrypting said contents" 
key encrypted by ustng said common key, said third key 
decrypting means decrypts said contents key encrypted by 
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said second key lencrypting means, and said second key 
decrypting meansl decrypts said contents key encrypted by 
said third second key encrypting means . 

19. A data recording/reproducing system in accordance 
with claim 6, wherein said second encrypting and said 

Li<i 



decrypting of sa: 



using a common ke^^ 



encrypted contents key are executed by 



, and said key encrypting means and said 
key decrypting means are provided for said tuner apparatus . 

20. A data rec:ording/reproducing system in accordance 
with claim 19, wherein said common key is inherent in said 
tuner apparatus or the device model of said tuner apparatus . 

21, A data recording/reproducing system in accordance 
with claim 19, wherein said tuner apparatus has a card 
reading means capable of reading information recorded on 
an IC card, and said common key is inherent in the user ID 
recorded on said flC card or the service recorded on said 

C card. 

22 . A data reciordi^ig/reproducing system in accordance 

6 to\21, wherein said tuner apparatus 
:es billing information at the time of 
recording\medium . 
23. A data recording/reproducing system in accordance 
with one of claims 1 6 to 21, whetein said tuner apparatus 
generates and storas billing infosrmation at the time of 
reproduction by saiii recording medaSum, 



with one of claims 
generates and stor 
recording by said 
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24 . A data 
with claim 23 , wt 
billing informa 
at the time of r 



recording/reproducing system in accordance 
erein information required to generate said 
:ion is recorded on said recording medium 
cording by said recording medium, and said 



billing information is generated by using said required 
information at tiie time of reproduction by said recording 
medium - 

25. A data recording/reproducing system in accordance 

i 

with claim 23 or 124, wherein the billing information is 
provided with limitation of the reproduction period of said 




recording medium 
2 6. A data re 
with one of claims 
is provided with 1 
of said recording' 



ording/reproducing system in accordance 
2^ to 25, wherein the billing information 
imiVd:ation of the number of reproductions 
medium. 



27. A data rec:ordirm/reproducing system in accordance 
with one of claimd| 22 toyZ6, wherein said tuner apparatus 
stores said billirlg inforrivation on said IC card. 

28. A data recLrding/re^&roducing system in accordance 

with one of claims ^22 to 27,\^herein said tuner apparatus 

outputs said billin'g informatio\j to a service provider via 

communications . 1 

I 

29. A data recotding/reproducaSng system in accordance 
with one of claims 4|to 28, wherein s^id encrypted contents 
key is recorded in a data area on sa\d recording medium. 
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from which da| 
30 • A dati 
with one of cl\ 
the inherence ot 
is stored on s\ 
31 . A data 



is output outside. 

cording/reproducing system in accordance 
ims\4 to 29, wherein information regarding 
said \ey subjected to said second encrypting 
lid recoVding medium, 
recordingAxeproducing system in accordance 



with one of claJii^s 4 to 30\ wherein said contents key is 




switched at regular or irreg\Lar intervals 

1 

32. A data iecording/reproducing system in accordance 
with claim 31, w:ierein said recording medium is reproduced 
so that said encrypted contents key corresponding to said 
contents key after switching overlaps at least a part of 
said encrypted digital data corresponding to said contents 
key before switcning with respect to timing. 

33. A data recording/reproducing system in accordance 

with claim 31 or 132, wherein said recording medium is 

reproduced so than: said encrypted contents key 

corresponding to ^ne of said contents keys overlaps said 

\ 

encrypted digital ^ata corresponding thereto with respect 
to timing. \ 

34. A data recording/rW)roducing system in accordance 
with one of claims il to 33, \herein, in the case when said 
tuner apparatus is provided, s\^ld tuner apparatus carries' 
out said switching, 

35. A data recorlding/reproduc^ng system in accordance 
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response to 



with one of claimSySl to 34, wherein, in the case when said 
VTR is provH_cied, sa^d VTR apparatus determines the 
reproduction timing o\ said encrypted contents key in 
said switching, 

36. A dkta recording/is;^producing system in accordance 
with one of claims 31 to 35, Vherein said encrypted digital 
data and said encrypted contents key are recorded at the 
recording position correspondii^g to said reproduction 
timing on salid recording medium. 

37. A data recording/reproducing system in accordance 
with claim 36,1 wherein said switching timing is also recorded 
on said recording medium. 

38. A datia recording/reproducing system in accordance 
wAth one of cljaims 3\ to 37, wherein, in the case when said 
tuner apparatuls and sai^d VTR are provided, said VTR apparatus 
outputs said contents ke^ for use after switching or said 
encrypted contents key corresponding thereto to said tuner 
apparatus, befLre outputtin^ said encrypted digital data 
corresponding tlo said contents >key for use after switching. 

39. A recotding apparatus Ospmprising; 
a contents Encrypting means fo^ receiving digital data 

and a contents key for encrypting sai^d digital data and for 
subjecting said pigital data to' f irstxencrypting by using' 
said contents ke\y to generate encrypted^ digital data, 

a key-encryplting key generating meank for generating 
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a key-encryptxng key for subjecting said contents key to 
second enciryptiXg, 

a storp_ng mearis for storing said key-encrypting key and 
for deleting said key-encrypting key hereafter if said 
key-encryptiing key satisfies a predetermined condition, 

a key encrypting means for generating a encrypted 
contents kev by subjecting said contents key to said second 
encrypting ]iy using said Jdey-encrypting key, 

a relationship information generating means for 
generating the relationship information between said 



encrypted dicf 
and said key 
contents key 
a record 



fital data encryptedvby using said contents key 
-encrypting key obtained by encrypting said 
and 

.ng means for receiving s^d encrypted digital 
data, said encrypted contents key and aJ_l or part of said 
relationship information and for recordrspg them on a 
predetermined \recording medium. 

40. A recording apparatus in accordance with claim 39, 
wherein said predetermined condition is that more than a 
predetermined tj|-me has passed after said key-encrypting key 
was stored- I 

41. A recording apparatus in accordance with claim 39 
or 40, wherein saLd relationship "information is information" 
related by a dateVtime when said contents encrypting means 
receives said digital data, a date/time when said contents 
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encrypting means encrypts said digital data by using said 
contents key] a date/time when said key-encrypting key 
generating means generates said key-encrypting key, a 
date/time whep said storing means stores said key- 
encrypting key, a date/time when said key encrypting means 
encrypts said iontents key by using said key-encrypting key, 
or a date/time when said recording means records said 
encrypted digital data on said predetermined recording 
medium. 

42. A recording apparatus in accordance with claim 39, 
wherein said predetermined condition is that the number of 
times said key-encrypting key is used at the time of 
reproducing s^id encrypted digital data exceeds a 

number of times . 

ordingvapparatus in accordance with one of 



predetermined 
43. A rec 



claims 39 to 42, wheresj-n a contents key generating means 
for generating! said contents key is provided, and said 
contents encrypting means receives said contents key from 
said contents key generating\means . 

44. A recording apparatus Nin accordance with one of 
claims 39 to 421 wherein said contents encrypting means 
receives said contents key from a brcsi^adcasting station and 
uses said conten\ts key, 

45. A reproducing apparatus compri;§sLng : 
a key-encrypttLng key obtaining means f orSreceiving said 
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relationship information on said recording medium of said 
recording apparatus in accordance with one of claims 39 to 
43, for spec3^fying a key-encrypting key corresponding to 
said encrypted xiigital data to be reproduced on the basis 
of said relations^hip information, and for retrieving and 
obtaining said key\encrypting key from said storing means 
of said recording means, 

a key decrypting Vneans for receiving said encrypted 
contents key corresponding to said encrypted digital data 
to be reproduced, from sai\l predetermined recording medium, 
for receiving said key-enc\ypting key, and for decrypting 
said encrypted contents key\by using said key— encrypting 
key, and 

a contents decrypting mear^ for decrypting said 
encrypted digital data by using sa^d contents key from said 
key decrypting means . 

46. A recording apparatus compJdLsing: 

a contents encrypting means for receiving digital data 
and a contents key for encrypting said diNgital data and for 
subjecting said digital data to first enctypting by using 
said contents key to generate encrypted digital data, 

a key-encrypting key generating means for generating 
a key-encrypting key for subjecting said conte^ijts key to" 
second encrypting, 

a storing means for storing said key-encrypti\g key 
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generated by sadd key-encrypting key generating means, 

a key encrypt\ng means for encrypting said contents key 

by usinq said key-encrypting key, 

a relationship information generating means for 

generating the relationsXip information between said 



encrypte( 
and said 
contents 



data, sai 
relations 



digital data encrypted by using said contents key 
key-encrypting key obtained by encrypting said 
key, and 



a recording means for receivings, said encrypted digital 



(1 encrypted contents key and. all or part of said 
lip information and for recoroing them on a 



predeterma_ned recording medium. 



47. A 

wherein sa 
related by 
receives s 



recording apparatus in accordance with claim 4 6, 
id relationship information is information 
a date/time when said contents encrypting means 
lid digital data, a date/time when said contents 
encrypting! means encrypts said digital data by using said 
contents key, a date/time when said key-encrypting key 
generating Imeans generates said key-encrypting key, a 
date/time when said storing means stores said key- 
encrypting key, a date/time when said key encrypting means 



encrypts said contents key by using said key-encrypting key, 
or a date/tiine when said recording means records said 
encrypted digital data on said predetermined recording 
medium. 
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48. A recording apparatus in accordance with claim 46 
or 47, whereim a contents key generating means for generating 
said contents! key is provided, and said contents encrypting 
means receivers said contents key from said contents key 
generating means . 

49. A recording apparatus in accordance with claim 4 6 
or 47, wherein said contents encrypting means receives said 
contents key from a broadcasting station and uses said 
contents key, 

50. A reproducing apparatus comprising: 

a key-encrypting key obtaining means for receiving said 
relationship ijiformation on said recording medium of said 
recording apparatus in accordance with one of claims 4 6 to 

^ing a key-encrypting key corresponding to 
digital data to be reproduced on the basis 



49, for specify 
said encrypted 



of said relationship information, for judging whether said 



key-encrypting 
for taking out 



key satisfies a predetermined condition, and 
said key-encrypting key from said storing 



means of said recording apparatus when said condition is 
satisfied, or fbr not taking out said key-encrypting key 
from said storing means when said condition is not satisfied, 
a key decrypting means for receiving said encrypted 
contents key corresponding to said encrypted digital data 
to be reproduced, 1 from said predetermined recording medium, 
for receiving said key-encrypting key, and for decrypting 
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said encrypted contents key by using said key-encrypting 
key to restore said contents key, and 

a contentls decrypting means for decrypting said 
encrypted digital data by using said contents key from said 



ey decrypting 
51 - A repr 



key was stored 



means . 

pduci^g apparatus in accordance with claim 
50, wherein said predetermined condition is that more than 
a predetermined time hasv passed after said key-encrypting 

in said sroring means of said recording 
apparatus in adcordance wifth one of claims 4 6 to 49. 

52 . A reproducing apparatus in accordance with claim 
50, wherein saicii predetermined condition is that the number 
of times said key-encrypting key is used at the time of 
reproducing said encrypted digital data exceeds a 
predetermined number of times . 

53. A recording apparatus comprising: 

a contents key generating means for generating a 
contents key fcjr encrypting digital data, 

a storing means for storing said contents key generated 
by said contents key generating means and for deleting said 

reafter if said contents key satisfies a 
predetermined condition, 

a contents eincrypting means for encrypting said digital" 
data by using saVid contents key, 

a relationshlip information generating means for 



contents key he 



103 



ge 



nerating the relationship information between said 



encryptea digital data encrypted by using said contents key 
and said Contents key, and a recording means for receiving 
said encrypted digital data and all or part of said 
relationstiip information, and for recording them on a 



predetermi 
54 . A 
wherein sa 



55. A 

or 54 , where 



.ned recording medium. 

recording apparatus in accordance with claim 53, 
I -d predetermined condition is that more than a 
predetermined time has passed after said contents key was 
stored . 

Recording apparatus in accordance with claim 53 
in said relationship information is information 
related by a date/time when said contents encrypting means 
receives said digital data, a date/time when said contents 
encrypting means encrypts said digital data by using said 
contents keyl, a date/time when said contents key generating 
means generavtes said contents key, a date/time when said 
storing means stores said contents key, or a date/time when 
said recording means records said encrypted digital data 
on said predetermined recording medium. 

56. A recording apparatus in accordance with claim 53, 
wherein said predetermined condition is that the number of 
times said key+encrypting key is used at the time of 
reproducing saiVi encrypted digital data exceeds a 
predetermined number of times . 
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57. A i"epr\ducing apparatus comprising: 

a contepts-Ktey obtaining means for receiving said 
relationship! information on said recording medium of said 
recording apn>aratus accordance with one of claims 53 to 
56, for specifying a cVntents key corresponding to said 
encrypted digital data to\)e reproduced on the basis of said 
relationship :_nf ormation, and for retrieving and obtaining 
said contents key from said s\oring means of said recording 
means, and 

a content. s decrypting mean^s for receiving said 
encrypted digital data from saidV)redetermined recording 
medium, for re ::eiving said contents Vey, and for decrypting 
said encrypted digital data by usings said contents key. 

58. A recording apparatus compris'ing: 

a contents key generating means for generating a 
contents key for encrypting digital data, 

a storing neans for storing said contents key generated 
by said contents key generating means. 



a contents 
data by using s 
data. 



encrypting means for encrypting said digital 
id contents key to obtain encrypted digital 



a relationship information generating means for 
generating the Irelationship information between said 
encrypted digital data encrypted by using said contents key 
and said contents key, and a recording means for receiving 
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said encrypteck digital data and all or part of said 
relationship :|.nf ormation, and for recording them on a 
predetermined recording medium. 

rding apparatus in accordance with claim 58, 
elationship information is information 



59. A recc 
wherein said i 



related by a date/time when said contents encrypting means 

receives said aigital data, a date/time when said contents 

i 

encrypting means contents-encrypts said digital data by 
using said contents key, a date/time when said contents key 
generating means generates said contents key, a date/time 
when said storing means stores said contents key, or a 
date/time when said recording means records said encrypted 

said predetermined recording medium. 
60. A reproducing apparatus comprising: 
a contents- key obtaining means for receiving said 
relationship in:^ormation on said recording medium of said 

tus in accordance with claim 58 or 59, for 
tents key corresponding to said encrypted 
be reproduced on the basis of said 
qrmation, for judging whether said contents 



digital data on 



recording appara 
specifying a con 
digital data to 
relationship inf 



said contents key 



key satisfies a pj:edetermined condition, and for taking out 



from said storing means of said recording 



apparatus when said condition is satisfied, or for not taking" 



out said contents 
condition is not 



key from said storing means when said 
satisfied, and 
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a conten :s decrypting means for decrypting said 
encrypted digital data by using said contents key. 

61. A reproducing apparatus in accordance with claim 
60, wherein said predeteermined condition is that more than 
a predetermined time has passed after said contents key was 
stored in said storing mearK^ of said recording apparatus 

with claim 58 dsr 59. 

;:oducing apparatus in accordance with claim 
60, wherein said predetermined condition is that, the number 
of times said contents key is used at the time of reproducing 
said encrypted) digital data exceeds a predetermined number 
of times . 

63- A redordil^g apparatus in accordance with one of 
claims 39 to 44, onexof claim 46 or 49, one of claim 53 or 
56, or one of claims 58\o 59, provided with a billing means 



in accordance 
62 . A rep 



for charging t 
at the time whe 



le amount dsf billing for recording said data 
n said record\ng means records said encrypted 
digital data cn said predetermined recording medium. 

64. A recording apparatusVin accordance with one of 
, one of claim 4 6\pr 49, one of claim 53 or 
laims 58 to 59, wherein said predetermined 

um is a video tape 

1 

65. A recording apparatus in accordance with one of 
claims 39 to 44) one of claim 46 or 49, cme of claim 53 or 
56, or one of clJaims 58 to 59, wherein saoSd predetermined 



claims 39 to 4l 
56, or one of c 
recording medi 



V 
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ecording medium is\a hard disk. 

66- A program medium containing programs for attaining 
all or part of said compotients in accordance with one of 
claims 1 to 65. \ 
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